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Executive Summary

This paper provides information about how to set up the Dell DR4000 as a backup to disk target for
Veeam® Backup & ReplicationTM software. This paper is a quick reference guide and does not include all
DR4000 deployment best practices.

See the DR4000 documentation other data management application best practices whitepapers for
additional information.

NOTE: The DR4000 build version and screen shots used for this paper may vary slightly, depending on
the version of the DR4000 operating system.
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Install and Configure the DR4000

1. Rack and cable the DR4000 appliance, and power it on.

2. Log into iDRAC using the default address 192.168.0.1, user name root, and the password calvin.
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3. Launch the virtual console.

properes B | ConsoleMeda  vlash  Remale File Share
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Senver information Quick Launch Tasks
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4. Once the virtual console is open, log in to the system as user administrator and the password
StOr@ge! (The "0" in the password is the numeral zero.).
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5. Set the user-defined networking preferences.

Jould you like to use DHCP (yes/no) 7
:nter an IP address
a subnet mask
» a default gateway address:

a DNS Suffix (example: abc.com)

» primary DNS server IP address:

ld you like to define a secondary DNS server (yes/

-ase enter secondary DNS server IP address

Static IP Address

IP Address 184.108.86.1688
Network Mask

Default Gateway 18.18.86.126
DNS Suffix : idmdemo. local
Primary DNS Server 16.18.86.181
Secondary DNS Server 143.166.216 .237

Host Name : DR4888-5

Are the above settings correct (yessno)
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7. Loginto the DR4000 administrator console, using the IP address you just provided for the
DR4000, user administrator and the password StOr@ge! (The “0” in the password is the numeral

zero.).
s[@)[=
Enter User Defined IP Address
x Bsnagt B &
DAL Dris
DR4000-DKCV6S1 =

Login Resel

Please enter your password:

Username: administrator

Password: Stor@ge!

Log in

8. Join the DR4000 to Active Directory.

NOTE: if you do not want to add DR4000 to Active Directory, see the Owner’s Manual for guest
login instructions.

a. Select Active Directory in the tree on the left hand side of the dashboard.

WI.L DR4000 Help | Logout
DR4000-DKCV651 =

— -~ Dashboard

Dashboard

| System State” optimal [ HW State” optimal |ad Number of Alerts 0 Number of Events® 323

Capacity Storage Savings Throughput
h 5 Im 1y O Zoom: [IN 19 55 im iy )
Physical - -

mass.

Replication
Cleaner
System Configuration

D

. d (13 )
Support Used (131.0 GB)

Di M Free (7.68TB) I Compression

System Information

System Name DR4000-DKCVES1 Total Savings: 76.04 %
Software Version:............... 0.98.0.33970 Number of Files across all CoMtainers: ........... 9192
Current Date/Time Won Jan 23 14:50:33 2012 Mumber of Containers 2
Cleaner Status: Pending Number of Containers Replicated: 0
Capacity Before OptiMIZation: ......................... 538GB
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b. Enter your Active Directory credentials.

/2" Active Directory - Windows Intemet Explorer

irfemtes | - | @R Erven EmsiDataset . | @Loon | ©acame seectory

alx [ P

Active Directory Configur ation

Domain Name (FADN: |

Usemame:
Fassward

Jain
Enter Active Directory Credentials

Cancel Join Domain J

e up

9. Create and mount the container.

a. Select Containers in the tree on the left side of the dashboard, and then click the Create link

at the top of the page.

DR4000
drdkomar

B Dashboard .
soar Containers

Number of Containers: 2

Containers

Schedules
Replication Schedule
Cleaner Schedule
System Configuration
MNetworking

Active Directory

Email Aleris

Admin Contact Info
Email Relay Host
Date and Time

Sofiware Upgrade

Copyright & 2011 - 2012 Dell Inc. All rights reserved.

Help | Log out

dit | Delete | Display Stafistics

Confainer Pafh: /containers

Files NFS CIFS 05T Replication Select
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b. Enter a Container Name and select the Enable CIFS check box.

DR4000
DR4000-DKCVES51

DeLL

Create New Container:

Container Name: |

NFS
NFS access path: 192.168.22.50:/containers

Client Access:
Open Access (all clients have access)

Add client (IP or FQDN Hostname):

Clients:

NFS Options:
insecure

Map root to

Choose the type of container to create (NFS andl/or CIFS) and add clients that need access
Max 32 charscters no / £.0r @ Name the Container
CIFs

CIFS share path: 1192.168.22.50

Use NFS to backup UNEX or LINUX client: Use CIFS to backup MS Windows clients.
[C] Enable NFs Select CIFS or NFS [T] Enable CIFs

Client Access:
Open Access (all clients have access)

Add dlients (IP or FQDN Hostname)

Enter Backup Server Info

Containers Create | Edit | Delete | Display Statistics

* = required fields

Remove

C.

Select the client access credentials preferred.

Remove

DR4000

DeLL

DR4000-DKCV651

Create New Container:

Container Name” |

NFS access path: 192 168 22 50 /containers

Client Access:
Open Access (all clients have access)

Add client (IP or FQDN Hostname):

Clients:

NFS Options
insecure

Map root to:
ct-

Choose the type of container to create (NFS and/or CIFS) and add clients that need access
Max 32 charscters o / # or @) Name the Container
NFS CIFs

CIFS share path: \192 168.22 501

Use NFS to backup UNDC or LINUX clients. Use CIFS to backup MS Windows clients
[T Enable NFS Select CIFS or NFS [ Enable CIFS

Client Access
Open Access (all clients have access)

Add clients (IP or FQDN Hostname)

Enter Backup Server Info

Containers Create | Edit | Delete | Display Statistics

* = required fields

Remove

Remove

Create a New Containe ]

For improved security, Dell recommends adding IP addresses for the following (Not all
environments will have all components):
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— Backup console (Veeam Server)

— Hyper-V hosts (on-host proxy for Hyper-V environments)s
—  Off-host proxies (for Hyper-V environments)

— Backup proxies (for vSphere environments)

d. Click Create a New Container.
e. Confirm that the container was added.

DR4000
ml drékomar

Dushboard

Containers

- Masrage

- s Successfully sdded cont ‘My_Containar_Backup’,
A

Magrrideer of Cortamers 2
Contsinemn Filea WFs CiFs

My _Contansr Btk o w W
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f.  Click Edit, and write down the container path, which you will use later to target the DR4000.

Contai Craate | it | Dubet | Desplay Sassnics
08 Conlainer: My_Conlamar 3

Connedion Type Hone & KFSICIFS OsT

HFS CF5

MFS acoess path: 10100112 112 contanersly_Containar_Bacoup  CHFS shans palic W1000007 12 99 5y _Contaings_Backug

Lisa BFE o backup LR or LINLEY clienis Use CFS o Backsp M3 Windows clienis
[ Enssie NFS 1 Enatss CFS

Client AccEss Cland ALcass
[ Open Acceas (a0 chenty hiw Joteis) 1 Open Ascwis (all client hin Seta38)

HFE Opions
&

g. Click Cancel to exit.
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Configure the Backup Server

1. Loginto the media server and click on Start>My Computer.

2. Click Map network drive.

omp o [m] B3
CK) h-;‘ - Computer = S m ISearch
Fle Edit Wiew Tools Help
Crganize * ]§ views w B System properties Uninstall or change a progra 4| open Contraol Panel @
Favotite Links itz [=| Type = || Total Sz | Free Space 1=l
Hard Disk Drives (2} =
El Documents
E Pictures &OS (C:) Local Disk 221 GB 81.0 GE
B‘ Music —wRECOVERY (D) Local Disk, 10.2GE 4,37 GB
Maore  » Devices with Removable Storage {2) =
Folders v ;‘;DVDJCD-RW Drive (E:) D Drive
BO-ROM Drive (G:) 5... €D Drive 3.81GE 0 bytes
Bl Deskiop ey i
Eﬁ Adrninistrator
| Public
18 Computer
& os(cy)

() RECOVERY (D)
L} DVDJCD-RW Drive (
15 BD-ROM Drive (1) |
2 Hetwork
@ Control Panel
& Recyde Bin
. DLLogs

3. For Folder, enter the path to the container on the DR4000.

r E; Y
% Map Network Drive
What network folder would you like to map?
Specify the drive letter for the connection and the folder that you want to connect to:
I Drive:
I Folder: - Browse..
I Example: \\server\share
I Reconnect at logen
I [] Connect using different credentials
Connect to a Web site that you can use to store your documents and pictures,
|
———— _—r—’

4. Select the Reconnect at logon check box.
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5. When prompted, enter the DR4000 login credentials.

The DR4000 container is now mounted to your backup server.
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3

Set up Veeam

1. Open the Veeam Backup & Replication console.
2. Click the Backup Infrastructure section, right-click on Backup Repositories, and select Add
Backup Repository.

T x 88

s
Repostory Sspcatry
Manage Repository

Bl .o oo kP ExacitDedplcation ars v.. w2 a wy
ANFS-OataDomain-Ded.phcation Unux SSASLES001.SS... Va.. 2278 a1y

<
2 repositonies License: Enterprise. veeam

3. Enter a name that is self-documenting, such as “CIFS-DR4000-Deduplication,” to indicate the
device, protocol and feature of the repository.

‘_+ Name
% Type in a name and description for this backup repository.
[

R Nane

[CIFS-DR4000-Deduplicatior]

Type
Description:
Server 7
Created by SSA\rick.vanover at 10/29/2012 2:41:02 PM.

Repository
vPower NFS
Review

Apply

< Previous | | Next > | l Finish I | Cancel

Setting up Veeam on the Dell™ DR4000 Disk Backup Appliance



4. Select Shared folder.

= TP
Choose type of backup repository you want to create.
©

Name O Microsoft Windows server

Microsoft Windows server with local, or directly attached storage. This repository is storage agent
_ enabled for efficient backups over WAN, and implements vPower NFS server.
Server
. O Linux server

Repository % . . 5 ery
Linux server with local, directly attached, or mounted NFS storage. This repository is storage agent
enabled for efficient backups over WaN.

vPower NFS

Review

& Shared folder

Apply CIFS [SMB) share. This repository type does not support storage agent, so direct backup over
slow networks without proxying local server is not recommended.

[ < Previous || Next > || Finish H Cancel l

5. For Shared folder, enter in the name of the DR4000 (or TCP/IP address used above) and the share
name, and then click Next.

" Share
Type in UNC path to share [mapped drives are not supported), specify share access credentials and how backup jobs should
L write data to this share.

Name Shared folder:
I\&DHADDD-SystemName\Shaie H Browse |

Type

_ [] This share requires access credentials:

Repository @ US"’”““‘E:: :| Browse... |
Password:

vPower NFS

Review
Ao Wiite data to this share:
i @ Directly from backup proxy server

O Through the following proxying server:

1 This server v
Use this option when backing up to a shared folder on NAS that is located in remote site
over WAN link.

[ <Previous | [ News || Frin | [ Ccancel
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6. Configure the repository wizard to note that the DR4000 is a deduplication target. Click the
advanced button and select the additional option for "Aligning backup file data blocks” (fixed
length write). Optionally select the decompress value. The decompress option will make the
DR4000 do all of the compression.

All other options for the new repository wizard are independent of anything related to the
DR4000.

Repository
'tj' Typein path to the fokder where backup fles shoukd be stored, and set reposiory boad control options
§

Name Location

Path to folder:
Type [ ]
—_— [ o |

e =

vPower NFS Load control

Running too many concusent jobs against the same repository reduces overall perfarmance, and
Review may cause storage |/0 operations to timeaut. Contral repository saturation with the following

[ Limit maximum concurent jobs countto: 4 S
Apply

(] Limit combined data ingeston rate to: ] e

Cick Advanced to customize repasitay seings

o>

@Ewlhﬂuplhdmbhnh
Ao s

appliances that leverage constant block size for deduplication. Increases
the backup size when backing up to raw disk storage.

(7] Decompress backup data blocks before storing
VM datai i by back 3
the backup job selts imize LAN tiaffc. ing the data
before storing allows to achieve better deduplication ratios on most
deduplicating storage apphances at the cost of backup performance.

7. Create a new backup job in the Veeam Backup console, for either Hyper-V or vSphere; the options
specific to the DR4000 are the same.

Name
%I Type in a name and description for this backup job.

[Test Backup Job - DR40OC

Virtual Machines
Description:
Storage Created by SSANiick. vanover at 10/29/2012 3:04:41 PM.

Guest Processing
Schedule

Summary

< Previous H Nexst > H Finish H Cancel
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8. Select one or more virtual machines, folders, datastores, resource pools, vApps, SCVMM clusters,
etc. for the backup.

Yirtual Machines
%:I Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes

as you add new VM into container.

Name Wirtual machines to backup:
Name Type Size
e Hesne s N | 5ssavessoemoan Vitual Mach. . 147 6B
Remove
Storage

Guest Processing Exclusions...

Schedule Up

Summary Ui

« |»
o Ig

Recalculate

Total size:
14.7 GB

| < Previous || Next > H Finish Il Cancel

9. Ensure that the repository for this job is the DR4000.

10. On the storage wizard of the backup job, click the Advanced button to check a number of
important settings.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:
[Automatic selection | [ choose...

Virtual Machines

I CIFS-DR4000-Deduplication [Created by SSA\rick.vanover at 10/29/2012 2:41:1 v I
Glestiices g B 3275GBfreecf 1878 Map backup

Schedule

Retention policy

Restore points to keep on disk: 14 @ 5V

Summary

Advanced job settings include backup mode, compression and deduplication, a ad a4
black size, notification settings, automated post-job activity and other options. EENACE

< Previous H Next > H Finish ] I Cancel |
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11. Ensure the backup job is running in Incremental mode, and avoid the rollback transformation
option. This is a default for new jobs.

 Advanced Setings =

torage | Notifications | vSphere | Advanced |

.l_s_

Backup mode
O Reversed incremental

Each incremental run produces full recovery file of the most recent
state. Recommended for backup to general purpose disk.

@ Incremental

Traditional incremental backup with periodic fulls. Recommended for
backup to tape, remote site and deduplicating storage appliances.

Enable synthetic fulls (forever-incremental)

Createon __Saturday

[] Transform previous full backup chains into rollbacks

Allows to keep only one full backup file on disk to save
disk space. Increases synthetic full creation time.

Active full backup
[] Perform active full backups periodically

Monthly on: | First Monday Months.
Weekly on selected days: Days.

12. Change the compression engine to Dedupe-friendly in the storage tab of the advanced settings.
The deduplication option to local target will perform deduplication by Veeam at 1 MB, landing on
the DR4000 for additional deduplication and compression.

Advanced Settings [ x|

| Backup| Storage l Natifications l vSphere I Advanced |

Deduplication
[W] Enable inline data deduplication (recommended)

Compression
Level:

| Dedupe-friendly v

This is the recommended setting for using with deduplicating storage
devices and caching WaN accelerators.

Storage optimizations
Optimize for:

Local target v

Best performance at the cost of lower deduplication ratio and larger
incremental backup size. Recommended for fastest backup to SAN, DAS
of local storage.

I OK |l Cancel l

NOTE: If overall space savings is the overall priority, it is recommended to use both in this fashion.

All other options are independent of the backup target.
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Set up the DR4000 Cleaner

Once all the backup jobs are setup the DR4000 cleaner must be scheduled. The DR4000 cleaner should
run at least 6 hours per week when backups are not taking place, generally after a backup job has
completed.

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

ML DR4000 Help | Log out
DR4000-DKCV651 =

B Dashboard
Alerts

Cleaner Schedule Schedule Cleaner

System time zone: US/Central, Mon Jan 23 15:18:49 2012

Day Start Time Stop Time

Note: When no schedule is set, the cleaner will run as needed.

Date & Time
Support
Diagn

re Upgrade
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5

Monitoring Dedupe, Compression & Performance

After backup jobs have run the DR4000 will track Capacity, Storage Savings and Throughput on the
DR4000 dashboard. This information is valuable in understanding the benefits the DR4000.

NOTE: Deduplication ratios increase over time, it is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs complete the ratios will increase. As
mentioned before backup jobs with 12 week retention will average a 15x ratio in most cases.

DR4000 Help | Logout
DR4000-DKCV651

Monitor Dedupe,
Compression &
Performance

Dashboard

u System State: optimal u HW State: optimal

umber of Events:

(5]
—
(%]

Capacity Storage Savings Throughput

Zoom: 1h 1d 54 im 1y S

Physical

MBis

Time {minutes)

M Read

Date & Time " Time (minuts)
S;Jpﬁ;‘n . Used (48.0 GB) Bl De-duplication
]

M Free (776 TB) M Compression

Write

are Upgrade

System Information

System Name: DR4000-DKCVES1 Total Savings:
Software Version 0.98.0.33870 Number of Files across all Containers:
Current Date/Time:. Mon Jan 23 11:42:40 2012 Mumber of Containers:

Cleaner Status: ..

Pending Number of Containers Replicated:
Capacity Before Optimization:
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